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Abstract We deal with the problem of finding sets of observable events (event bases)
that ensure language diagnosability of discrete-event systems modeled by finite state
automata. We propose a methodology to obtain such event bases by exploiting the
structure of the diagnoser automaton, and in particular of its indeterminate cycles.
We use partial diagnosers, test diagnosers, and other new constructs to develop rules
that guide the update of the observable event set towards achieving diagnosability.
The contribution of this paper is the description of such rules and their integration
into a set of algorithms that output minimal diagnosis bases.

Keywords Discrete event systems - Fault diagnosis - Sensor selection

1 Introduction

We study the sensor selection problem for ensuring the property of diagnosability
for discrete-event systems modeled by finite-state automata. The property of di-
agnosability refers to the ability to detect the occurrence of unobservable events,
such as faults, on the basis of observed traces of events and using model-based
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inferencing. Specifically, an unobservable event is diagnosable if every occurrence of
it can be detected, after a bounded number of events, by a diagnostic engine driven
by the observed events of the automaton; this property must hold over the entire
language generated by the automaton. The study of formal diagnosability properties
for discrete-event systems originated in the mid-1990s (see in particular Lin 1994;
Sampath et al. 1995). Since then, a large amount of literature has been published
on both theory and applications of diagnosability analysis; for a small sample of
this work, the reader is referred to Pandalai and Holloway (2000), Sampath (2001),
Sengupta (2001), Sinnamohideen (2001), Tripakis (2002), Boel and van Schuppen
(2002), Jiang and Kumar (2004), Lunze and Schroder (2004), Garcia and Yoo (2005),
Pencolé and Cordier (2005), Thorsley and Teneketzis (2005), Fabre et al. (2005),
Wang et al. (2007), Genc (2008), Jéron et al. (2008), Kumar and Takai (2009),
Cabasino et al. (2010), Haar (2010), and to the references contained therein.

The definition of diagnosability considered in this paper is the same as in Sampath
et al. (1995). Our focus is on the design of the set of observable events in order
to ensure that diagnosability holds. This falls in the category of sensor selection
problems. In contrast to recent work on dynamic sensor activation in diagnosis
problems (see, e.g., Thorsley and Teneketzis 2007, Cassez and Tripakis 2008, Wang
et al. 2010 and Dallal and Lafortune 2010), we consider the “static” sensor selection
problem, where the observability properties of an event are fixed over all system
trajectories. This problem has been considered in the past literature, primarily from
a computational viewpoint. In its simplest form, one needs to construct a set of
observable events of minimal cardinality such that diagnosability holds. A brute-
force approach to solving this problem involves testing the property of diagnosability
over all subsets of the set of potentially observable events, denoted by X,. It is
assumed that the system is diagnosable with X,. While the property of diagnosability
can be tested in polynomial time in the size of the automaton modeling the system
(see Jiang et al. 2001, Yoo and Lafortune 2002 and Moreira et al. 2011), the number
of subsets to consider grows exponentially with the cardinality of %,. In fact, it
was shown in Yoo and Lafortune (2002) that the corresponding decision problem
(“Does there exist a set of less than or equal to K observable events such that
the system is diagnosable?”) is NP-complete. To mitigate the computational efforts,
various approaches have been proposed that exploit a monotonicity property of
diagnosability in static sensor selection problems: If a system is diagnosable with
observable event set A, then it will also be diagnosable with observable event set
B D A;conversely, ifit is not diagnosable with observable event set A, then it will not
be diagnosable with observable event set B C A. This property implies the existence
of minimal event sets that ensure diagnosability: A is such a minimal if the system
is diagnosable under A but not diagnosable under any B C A. The monotonicity
property is exploited in Jiang et al. (2003) to obtain a linear-time algorithm in
the cardinality of X, that results in a minimal observable event set (although not
necessarily of minimum cardinality), and in Debouk et al. (2002) in the context of a
stochastic version of the optimal sensor selection problem.

Our focus in this paper is on constructing minimal sets of observable events
that ensure diagnosability; we call such sets minimal diagnosis bases. We propose
a methodology for this construction that exploits structural properties of the system,
as captured in the transition structure of diagnoser automata. Diagnoser automata,
or simply diagnosers, are deterministic automata whose states are subsets of labeled

@ Springer



Discrete Event Dyn Syst (2012) 22:249-292 251

system states and whose events are the observable events of the system. The state
label captures the occurrence or non-occurrence, in reaching the state, of the events
to-be-diagnosed. For simplicity, and without loss of generality, we assume there is a
single event to diagnose, denoted by o; in this case, the label can be either N (for
“no”) or Y (for “yes”). Diagnosers were first proposed in Sampath et al. (1995) for
testing the property of diagnosability. This test involves the detection of cycles that
satisfy certain specific properties; these cycles are called indeterminate cycles. By
examining the structure of the diagnoser, and in particular of its indeterminate cycles,
it is possible to discover rules that can guide the update of the observable event set
towards achieving diagnosability. The contribution of this paper is the discovery of
such rules and their integration into a set of algorithms that output minimal diagnosis
bases. To the best of our knowledge, these rules and associated algorithms are the
first of their kind in the study of diagnosability of discrete event systems modeled by
automata.

We note that the algorithms proposed in this paper output diagnosis bases and
their corresponding diagnosers as well. These diagnosers can then be deployed for
on-line diagnosis, as needed. If a brute force approach were employed to discover
(minimal) diagnosis bases, the search would be exponential in the cardinality of %,
as mentioned above, and worst-case polynomial in the state space of the system (if
using verifiers) or worst-case exponential in the state space of the system (if using
diagnosers); in the former case, the construction of the diagnosers for the identified
diagnosis bases would be worst-case exponential in the state space of the system.
Since our algorithms employ diagnosers, they are also exponential in the state space
of the system, in the worst case. Our search over the subsets of X, is however guided
by structural properties, as captured in the constructed diagnoser automata. Instead
of exhaustively testing all subsets of X,, we will test potentially much fewer subsets,
but at the price of additional calculations for identifying “promising” subsets. These
additional calculations will be described in our technical development in Section 5.

Two types of diagnosers are defined and employed in this paper: partial diagnosers
and test diagnosers. Partial diagnosers are constructed using a proper subset of X, as
set of observable events, while test diagnosers are obtained by parallel composition
of partial diagnosers with the diagnoser corresponding to %,. Partial unfoldings of
these diagnosers are then built as trees and certain relevant paths in these trees,
called faulty paths and prime paths, are characterized. Candidates for diagnosis bases
are inferred from the tree built from the diagnoser for X,; we call such sets elementary
diagnosing event sets. The prime paths associated with the unfoldings are used to
identify candidate events for growing the elementary diagnosis event sets until a
minimal diagnosis basis is achieved. Our algorithms can be used to construct all
minimal diagnosis bases, if so desired. Unlike enumerative approaches that search
over all subsets of X,, our approach exploits the transition structure of the system.

This paper is organized as follows. Section 2 presents necessary background
on diagnosability. Section 3 discusses partial diagnosers and the notion of hidden
indeterminate cycles; a preliminary version of the results in this section appears in
Section 11T of Basilio and Lafortune (2009). Section 4 introduces the test diagnoser
and presents an algorithm for the computation of elementary diagnosing event sets.
The main algorithms for the construction of minimal diagnosis bases are developed
in Section 5. Rules guiding the selection of events to include as observable events
are demonstrated, based on tree unfoldings of the partial and test diagnosers and
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associated prime paths. A brief conclusion follows in Section 6. We present two tables
in the Appendix: the first one (Table 1) lists all the acronyms and the second one
(Table 2) presents the main notation used in the paper.

2 Theoretical background
2.1 Definitions and notation

Let
G = (X,%, fiT,x0) (1)

denote a deterministic automaton, where X is the state space, X is the set of events,
f: X x ¥ — X is the partial transition function, I : X — 2% is the active event
function, x is the initial state of the system. In addition, assume that the set of events
¥ is partitioned into two subsets: %,, the set of observable events, i.e., the set of
events whose occurrence can be observed, and X, the set of unobservable events.
The unobservable events of the system are those events whose occurrence cannot be
recorded by sensors, and also the failure events. Therefore, model G accounts for the
normal and failure behaviors of the system.

Definition 1
A. The post-language of L after s is denoted by L/s, and is defined as
L/s={teX*:ste L} (2)

B. The language projection P, is defined in the usual manner (Ramadge and
Wonham 1989), as

P, : ¥ — X%
s> P,(s), (3)
with the following properties:
Po(e) =,
o, ifoc e,

Po(o) = e, ifoeX,’ )

P,(so) = P(s)P(0),s € X*,0 € I,

where € denotes the empty trace. The inverse projection operator P,! is
defined as

Pl (t) ={s € 2% : Py(s) =1t}. (5)

Both the projection and the inverse projection operations can be extended to
languages in a straightforward way by applying P,(s) and P,'(s) to all s € L.

C. Let W(Xy) denote the set of all traces in L that end with the failure event o.
Formally,

\P(Zf):{SGLZSfGEf}, (6)
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where s ; denotes the last event of s. With slight abuse of notation, given a trace
s, the membership relation ¥y € s is used to denote that s N W(X ;) # @, where
s denote the prefix-closure of s.

D. (Faulty trace) A trace s € L is a faulty trace if X € s.

E. (Path and cyclic path) A path in G is a sequence (x;,01,X2, ...,0,_1,X,), Where
0i € X, Xi+1 = f(x;,01),i=1,2,...,n— 1. The path is cyclic if x| = x,,.

F. (Cycle) States xy,x», ...,x, of X forms a cycle in an automaton G if there exists

a trace s = 070, . ..0, that originates in state x; such that f(x;,07) = x4, [ =
1,...,n—1,and f(x,,0,) = x;.

G. (Unobservable reach) The unobservable reach of a state x € X with respect to
aset X,,, denoted by U R(x,X,,), is defined as

UR(x,Zuo) ={y € X : (@ € Z,))[ f(x.0) = y]}.

uo

This definition is extended to sets of states B € X as follows:

UR(B.Zu) = | J UR(x. Zuo).

xeB

Let us now define the following operation involving sets.

Definition 2 (Union product) The union product of sets %;, i = 1,2, ...,n, denoted
as ;X TyX ... XX, is defined as follows:

{23 = Ze,l U 23.2U ..U Ze,n : Ze,,‘ € Ei,i= 1,2, ,n},lf
T X% ...x%, = { the elements of ¥; are sets,

DRSNS SR > .
27" %217 x ... x2{", otherwise,

2% = (¥ € 2% : || = 1}, with |.| denoting cardinality.

To illustrate the operations presented in Definition 2, let ¥ = {a,b}, X, = {b,c},
Y3 = {b}, and 34 = {a,c}, and define X, = {X{, ,}, Zp = {Z3, X4}, and =, = {X4}.
Then

XTI X ={ZUZy, U Ty, U3 U S, B U3 U 24} = {{a,b,c}).
Consider now the product % x ¥y x ¥3x Z4. Then
TIX Ty X Tyx By = 27 X272 %27 %2 = ({a,b}, (b ,c}, {a,bc}},

since 27" = {{a}, {b}}, 27> = {{b}, {c}}, 27° = {{b}}, and 2} = {{a}, {c}}.
2.2 Fault diagnosis of discrete event systems

Roughly speaking, the language generated by an automaton is diagnosable with
respect to a set of observable events and a failure set Xy C %, if the occurrence of
any failure in ¥ r can be detected, within a finite delay, using only traces of observable
events. The set of failure events X s is usually partitioned into different subsets X,
i=1,2,...,m,not necessarily singleton sets, so that each set X ; accounts for specific
fault types; the reader is referred to Sampath et al. (1995, 1996) and Lafortune et al.
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(2001) for more insight into this subject. Let Iy = (X ,X,,..., X, } denote this
partition. Then, every time we say that a failure of type F; has occurred, it is to be
understood that some event from the set X has occurred.

In the study of fault diagnosis of DES, the following assumptions are usually made:

A1l. The language generated by G is live, i.e., I'(x;) # @ for all x; € X
A2. Automaton G has no cyclic paths formed with unobservable events only.
A3. There is only one failure event, i.e., X = {o}.

Assumptions Al and A3 are made for the sake of simplicity. Assumption A2 will
be removed later with the introduction of the so-called hidden cycles.
Formally, diagnosability is defined as follows (Sampath et al. 1995).

Definition 3 A prefix-closed and live language L, generated by an automaton G, is
diagnosable with respect to projection P, and X s = {o} if the following holds true:

@neN)Vs e W(Zp)(Vt € L/s)(t]l = n = D),
where the diagnosability condition D is
(Yo € P, (Py(sH) N L)(Zf € w),

with ||.|| denoting the length of a trace.

It is clear from Definition 3 that all traces of L that contain the faulty trace event
oy must not have the same projection as any normal trace of L. This leads to the
definition of ambiguous trace, as follows.

Definition 4 (Ambiguous trace) A faulty trace s € L is an ambiguous trace with
respect to projection P, and o if there exists a trace w € L such that ¢ ¢ o and
P.(s) = P, (w).

It is important to remark that whereas the faulty trace s must have unbounded
length, the length of the normal trace w that makes s an ambiguous trace can be
bounded.

One way to perform diagnosability verification is by using a deterministic automa-
ton called diagnoser. The diagnoser of G, here denoted as G, has as events, the
observable events of G and its states have labels Y and N attached to the states of G
to indicate whether event o ¢ has occurred or not. Formally, the diagnoser automaton
G, is defined as

Gd = (Xdazoa fdardﬁxod)s (7)

and it can be computed in two steps: (i) perform the parallel composition G| Ay,
where A, is the two state label automaton shown in Fig. 1, and || denotes parallel
composition; (ii) compute Obs(G| A, %,), the observer of G|| A, with respect to %,

Fig. 1 Fault label o
automaton Ay o ¥
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i.e., assuming X, as the set of observable events (Cassandras and Lafortune 2008).
It is important to remark that the automaton obtained after the parallel composition
performed in (i) generates the same language as G and also that its states are of the
form (x,Y) or (x,N), depending on whether or not o is in the traces that take xy to
x; therefore X; C 2XxN.Y},

When a diagnoser reaches a state whose labels are all Y, then it is certain that
a fault has occurred, and if it is in a state whose labels are all N, it is certain that
the system is in a normal path, i.e., there is no fault occurrence. It is also possible
for a diagnoser to be in a state that has both Y and N labels; in this case the
diagnoser is uncertain about the fault occurrence. It is easy to see that, since G; =
Obs(G|| A, %,), then, once the diagnoser becomes certain about fault occurrence,
it is not possible for it to become uncertain again; although it may be possible for
a diagnoser to change from a non-faulty state to either an uncertain or certain (or
faulty) state. This discussion leads to the following definitions for the diagnoser
states, as far as the presence of labels Y and N are concerned (Sampath et al. 1995).

Definition 5 A state x; € X, is said to be certain (or faulty), if £ = Y for all (x,£) €
x4, and normal (or non-faulty) if £ = N for all (x,¢) € x,. If there exist (x,ﬁ),(y,f) €
X4, x not necessarily distinct from y such that ¢ = Y and ¢ = N, then x4 is an uncertain
state of G.

Definition 6 A set of uncertain states xg4,,Xq4,, . ..,Xq, € X4 forms an indeterminate
cycle if the following conditions hold true:

1) x4,,%4,, -..,xq, form a cycle in Gy, i.e., there exists o; € X,, [ = 1,2, ...,n, such
that fy(xq4,00) = xq,,,1 =12,...,n—1,and fi(x4,,0,) = X4,;

?2) El(xf",ﬁf’), (Sc;’,ff’) € X4, xf’ not necessarily distinct from %',/ =1,2,....n, k; =
1,2,...,my,and r; = 1,2, ... ,my such that

(a) €' =Y, = N,foralll,kandr;

(b) The sequences of states {xf’}, I1=12,....n,kg=1,2,...,m and {fc;l}, =
1,2,...,n,r; = 1,2,...,m; can be rearranged to form cycles in G, such that
the corresponding traces s and §, formed with the events that define the

evolution of the cycles, have as projection oy03 ... 0, Where oy, 07, and oy,
are defined in (1).

Using Definitions 3 and 6, the following necessary and sufficient condition for
language diagnosability can be stated.

Theorem 1 (Sampath et al. 1995) A language L generated by an automaton G is
diagnosable with respect to projection P, and ¥y = {o} if, and only if, its diagnoser
G, has no indeterminate cycles.

Remark 1 The diagnosability of the language generated by G is, according to
Definition 3, based solely on a single set of observable events, or equivalently, on
the projection P, : ¥* — X*. This means that, in practice, the decision on whether
a fault has occurred or not is taken by one central diagnoser. For this reason, this
problem is usually referred in the literature to as the centralized diagnosis problem
and G, is referred to as a central diagnoser.
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3 Diagnosability under partial observation

Definition 3 of language diagnosability takes into account not only the language
generated by an automaton but also the set of observable events and the failure
partition. The dependence of language diagnosability on the set of observable events
suggests that it may be possible that the language generated by an automaton be
also diagnosable with respect to another projection P, : * — /*, where &) C %,
and X ;. This problem is referred to as centralized diagnosability under partial
observation. In order to address this problem, we make another assumption.

A4. L is diagnosable with respect to projection P, : ¥* — X} and X (centralized
diagnosable).

Let G, = (X, %, f;,T,x;,) denote a diagnoser for L assuming partial observa-
tion, i.e., G is capable of observing only events in a set ¥, C %,. Such a diagnoser
will be referred throughout the text to as a central diagnoser with partial observation
or simply partial diagnoser. The result that follows shows that if G, has been
computed, then it is not necessary to compute G/, from G but directly from G.

Theorem 2 The partial diagnoser G/, and G;I = 0bs(G4,%2)) = ()}", O,fd, xo,,
(the observer of G4 with respect to projection Poy : % — T.*) are equal up to the
following renaming of states:

s/ 7 /
X; = {xq,.Xay, ... Xaq,} € X, Xq, € Xg & x; = Un _1Xd; € Xd (8)

Proof Let ¥ = £, U %,,, and consider the non-empty set £/ C %,. Define:

(i) G¢=GllA; = (X0, 2, fi.Te,x0,);
(ii) Gd ObS(G[, 0) (Xd5207 fdvrd xO([)'
(iii) G = Obs(G¢, %)) = (X, 2, f,T.x0,)-

We need to prove that G/ and G/, are isomorphic.

Since P,o[Po(s)] = P,(s),Vs € L, we may conclude that L(G ) = L(G)). There-
fore, we only need to  prove the state equivalence of Eq. 8. In order to do so, let us
consider any s’ € L(G ) = L(G)). For that 5" there exist two corresponding states
X, = fd(xod,s) and x;, = fd(xod,s ).

Let us consider, initially, state %/,. Then, for each x4, € X/, i € {1,2,...,n}, there
exists a trace sy, € L(Gy) such that P,y (sq) =" and fy(xo,,54,) = x4, Analogously,
for each x; € x4, there exists a trace s € L(Gy) such that P,(s) = s, and fi(xo,,s) =
x¢. Therefore, since G/, is a deterministic automaton and P,y [P,(s)] = P, (s), there
exists a state x); = d(xo,, s") such that x, € x/;. This implies that, for all x; € x4, € X D
x¢ € x;, and, thus, UL  x,, C x/,.

Let us now consider state x/,. Then, there exist a trace s € L(G,) such that
s’ = P, (s), and a state x; = f;(xo,,s) such that x; € x;. Since CA?; is a deterministic au-
tomaton and P,y [ P,(s)] = §', there exist states x4, = f;(xg , Po(s)) and &' = f;i(%d,s’)
such that x; € x4, € X. Therefore, x/, € U, xg,. O

According to Theorem 2, the partial diagnoser G, that observes the events in a
subset X/ of the set of observable events ¥, can be built from the full observation
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diagnoser G, simply by merging the states of G, that are connected by the events
in X, \ ¥ into a single state formed by the union of the sets of the states merged.
As a consequence, even though, due to Assumption A2, the languages generated by
centralized diagnosers with full observation are always live, the language generated
by a partial diagnoser is not necessarily live. This happens whenever the events of a
cyclic path in G; become unobservable in the partial diagnoser; it is not difficult to
see that when this happens, this cycle reduces to a single state in G,.

When unobservable events occur after the system reaches a state that has been
obtained by merging states that form cycles, then, although there is no change of
states in the partial diagnoser following the occurrence of unobservable events, the
actual states of the automaton changes cyclically. In this case, it is said that such a
partial diagnoser has a hidden cycle, whose formal definition is as follows.

Definition 7 (Hidden cycles and indeterminate hidden cycles) Let x/, € X/, be ob-
tained by merging states x4,,Xq,, . ..,Xq, € X4. Then there exists a hidden cycle in
x,,in G/, if, for some {i1,is, ..., ik} C {1,2,...,n}, Xd, Xdys - - Xd, form a cycle in Gy.
Moreover, if x/; is uncertain and all states Xd, \Xd,,, - - - Xd; are certain, then the hidden
cycle is indeterminate. O

Remark 2

(a) The introduction of hidden cycles allows us to remove Assumption A2 from
this point onwards.

(b) Due to Assumption A4, L is diagnosable with respect to P, and X, which
implies that G, has no indeterminate cycles; the only cycles that may appear
in G, are formed with certain, normal or uncertain states that do not form
indeterminate cycles. Therefore, states Xd;, s k=1,2,...,n, that form a hidden
cycle in x/,, must all be certain, normal or uncertain.

(c) Hidden cycles will be represented in the state transition diagrams of partial
diagnosers by dashed self-loops: indeterminate hidden cycles will be labeled
as ihc and all other hidden cycles will be labeled simply as Ac, since, as it will
be seen in the sequel, they do not interfere in the diagnosability under partial
observation.

(d) From this point onwards, in order to differentiate between indeterminate cycles
that are not hidden and those that can be observed in a diagnoser, the latter will
be referred to as indeterminate observed cycles.

The following Theorem provides a necessary and sufficient condition for diagnos-
ability under partial observation.

Theorem 3 Assuming that a language L is diagnosable with respect to projection P,
and Xy, then L will be also diagnosable with respect to projection P, ¥ C %,, and
Xt = {oy} if, and only if, G/, has no indeterminate cycles (observed or hidden,).

Proof A necessary and sufficient condition for diagnosability when G/, has no hidden
cycles can be established by following the same strategy as in the proof of Theorem 1.
Let us now consider the case when G/, has indeterminate hidden cycles.

Let x4,, be an uncertain state of G4 and define ¥/, = UR(x4,.%, \ Z,). Form x),
by renaming &, according to Eq. 8. Then, there always exists an uncertain state x;;
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of G/, such that x;w C x/,. Now, assume that, for / = 1, ... ,n, states xy,, € x/dm form
an indeterminate hidden cycle in x), . It is not hard to see that there exists a trace
wi = Stuy € L that satisfies the following conditions

1) seWw(Zp and fa(xo,, Po(s) = Xa,;
(2) te (%, \ xE))*issuchthat fi(xo,, Po(s1)) = Xay,;
(3) ux € (o \ Z))*, lukll = k, with k arbitrarily large, is such that f;(xa,,,ux) =

Xdy, k moa my+1*

Consequently, Xy e wy, fi(xo,, P, (stur)) = fi(xo,, P,(s)) = x;YN, and P (s) =
P, (wy). Finally, since xg4,, is an uncertain state, there exists w € L such that X ¢ w
and P (w) = P, (wy), which violates the diagnosability condition.

For the reverse direction, it is clear from the proof of Theorem 1, given in Sampath
et al. (1995), that if G/, has no indeterminate (observed or hidden) cycles then the
language is diagnosable. This is so because when L is not diagnosable, the two traces
that cause the violation of diagnosability will lead to indeterminate cycles in G/, that
are either observed or hidden. u]

Example 1 Consider automaton G depicted in Fig. 2, where ¥ = {a,b,c,d,0,07¢},
%, = {a,b,c,d}, £,, = {0,007} and X r = {0} is the failure event set. The diagnoser G4

;
v

Fig.2 Automaton G for Example 1

\J
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l l |

{ 1N} —{1N,2N,5Y} {1V}
c d
a a

{3N,AN,6Y}| Dihe [T}
- {2N,5Y)

{2N,5Y}
C §‘d C \B/ c d

{3N,4N,6Y} {7TN} {4N} {3N,4N,6Y} {7TN}
Y Y, .
{6Y} 4N {6Y} 4N

VARV, VARV,

@) (b) ©

Fig.3 Diagnoser G, (a) and partial diagnosers G/, (b) and G/} (c) for the following sets of observable
events: X = {c,d} and £] = {a,c.d}

for G is shown in Fig. 3a. Since G, has no indeterminate cycles, it can be concluded
that L is diagnosable with respect to P, and X .

Consider now the problem of checking whether L is also diagnosable with respect
to projection P, and X ¢, where X = {c,d} C X,. The partial diagnoser G/;, assuming
X, as the set of observable events, is shown in Fig. 3b. Note that since G/, has an
indeterminate hidden cycle in state {3N,4N,6Y}, L is not diagnosable with respect
to P, and X ;. The reason for the non-diagnosability of L with respect to P, is the
existence of a faulty trace s = aorca”, n € N, that has the same projection over P,
as the normal trace s’ = ac, i.e., P, (s) = P, (s') = c; therefore s is an ambiguous trace
(s is actually the unique ambiguous trace in this example). Note that since event
a €s but a ¢ ¥/, then, by adding event a to the set of observable events X, and
forming a new set of observable events X/ = {a,c,d}, we may expect that L becomes
diagnosable with respect to P, : ©* — ¥/* and X . This is actually true, as seen in
Fig. 3b, since G/, has no indeterminate cycles (observed or hidden).

4 Diagnosis bases for diagnosability
4.1 Elementary diagnosing event sets
The results presented in Theorem 3 lead directly to the following questions. Do

there exist different subsets of the set of observable events for which the language
generated by an automaton is diagnosable? What is the minimum cardinality subset
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of the set of observable events capable of diagnosing the language generated by an
automaton? The answer to these questions starts with the following definitions.

Definition 8 (Diagnosis basis) A set X C ¥, is a diagnosis basis for L if L is
diagnosable with respect to projection P, and X = {o}.

Definition 9 (Minimal diagnosis basis) A set X, C %, is a minimal diagnosis basis
for L if X/ is a diagnosis basis but, for any non-empty proper subset £/ of X/, L is
not diagnosable with respect to projection P, and X = {o}.

According to Definitions 8 and 9, the main difference between diagnosis and
minimal diagnosis bases is with respect to the nature of the events. The events in
a minimal diagnosis basis are all essential, in the sense that the language generated is
no longer diagnosable when any event is removed from the basis. On the other hand,
a non-minimal diagnosis basis has redundant events, in the sense that, not all events
in the basis set are necessary to diagnose the fault occurrence.

Using Definitions 8 and 9, the problem of finding all sets X/ C X, for which L
is diagnosable with respect to P, can also be stated as follows: given an automaton
G =(X,%, f,T,x9), where ¥ = X, U X,,, and assuming that ¥, is a diagnosis basis,
find all sets X/ e 2%\ {%,,0} that are also diagnosis bases.

One possible way to solve this problem is by using a brute force method, which
consists of forming set P(Z,) = 2% \ {#,%,} and to test for each set 2 e P(Z,)
if L is diagnosable with respect to X/ and X ;. In order to find minimal diagnosis
bases in a brute force manner, one would start by examining subsets of observable
events of cardinality one, then move on to subsets of cardinality two, as so forth. We
propose, instead, to exploit the structure of the system, as captured in its diagnoser, in
order to more efficiently search for minimal diagnosis basis candidates over P(X%,).
Specifically, our idea for choosing initial candidates for minimal diagnosis bases
is as follows. Since L is, by assumption, diagnosable with respect to P, and X,
the diagnoser G, has no indeterminate cycles, which implies that there must exist
at least one subtrace of events that takes uncertain states of G4 to some cycle of
certain states. Therefore, at least one event of each one of these subtraces must
be observable in order for the language to be diagnosable; otherwise there would
exist an indeterminate hidden cycle in the uncertain state making the language non-
diagnosable. This idea is formally developed below.

Let x4,,.%4,.%4y € X4 denote, respectively, uncertain, certain and normal states
of G4. Due to Assumption A4, it is always possible to define the following subset
of X,

XYy = (Xayy € Xa: Q(Xay,0) € Xi X Tl fa(Xayy-0) = Xay1}. )

Note that since L is, by assumption, live, for each state of X ,’f N» 1t is always
possible to form at least one path Py = (X4,y.00,Xdy,,01, .. .,0n—1,Xay,) satisfy-
ing the following conditions: (i) x4,, = X4,, for some i€ {1,2,...,n — 1}, that is,
(Xdy;s0i,Xdy yy» - - - s0n—1, Xay,) form a cyclic path; (i) (X4y,.01,Xdy.015 - - 2On—1,Xdy,)
is the only cyclic path in Py. As a consequence, the set XY, will be referred here to
as a faulty path origin state set (FPOSS) and path Py as a faulty path. The elements
of XY are called faulty path origin states (or simply origin states, where there is no
danger of misunderstanding).
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Definition 10 (Faulty path event, faulty path event set)

A. Anevento € %, is a faulty path event if it belongs to any faulty path defined
for any state of X7 .

B. A faulty path event set (FPES), denoted as X, is a set formed with all events
of a faulty path.

The definition of faulty path event sets allows us to derive a necessary condition
foraset X, C X, to be a diagnosis basis, as follows.

Proposition 1 Let Ny, denote the number of faulty path event sets of Gy Then a
necessary condition for ¥, C X, to be a diagnosis basis for L and X ¢ = {0} is that

)N Bipesi B, i=1,2, ..., Nipes. (10)

Proof Let X be a diagnosis basis and assume that for some k € {1,2, ..., Njpes},
Stpesk N X, = P. Therefore, for some xg4,, € X,),/N, there exists a faulty path

K Kk k _k ko ok Coe ko ok .

Py = (Xayy, 04, Xy 2 O s v e s Oy xdy‘”), satisfying Xay, = Xay, for some je

{1,2,...,n — 1}.Ttis immediate to see that x’:ly ,x’;Y e ,x’{‘ly form an indeterminate
L o n

hidden cycle in a state x;; € X} that contains UR(x4,,,%, \ X,). According to
Theorem 3, this implies that L is not diagnosable with respect to projection P, and
¥ ¢ = {0y}, which contradicts the assumption that X/ is a diagnosis basis. O

Remark 3 Note that the condition imposed by Proposition 1 is only necessary. As
will be clarified in the examples to be presented later, it may be possible that
condition 10 be satisfied, but X/ is not a diagnosis basis. The necessary and sufficient
condition for ¥/ to be a diagnosis basis is that given in Theorem 3.

It is clear that in order for a fault occurrence to be diagnosed, at least one event
in each faulty path must be observable. This leads to the definition of elementary
diagnosing event sets (EDES).

Definition 11 (Elementary diagnosing event sets) Let Zgpes i, i = 1, ..., Nipes denote
the faulty path event sets of G,4. The set of all elementary diagnosing event sets of
G, is defined as follows:

Yedes = Afpes,1 X Lfpes,2 X + - X 2:[pes,pres» (11)

where the union product above is performed according to Definition 2.

Algorithm 1 provides a systematic way to find all elementary diagnosing event sets
of Gd.

In step 1 of Algorithm 1, all faulty path origin states of G, are identified and the
set X1, is computed. The trees formed in steps 2 to 4 arrive at a leaf whenever it
reaches any first revisited state; therefore defining a faulty path since it initiates at
a faulty path origin state of G, and has a unique cyclic path. Therefore, all FPESs
can be obtained directly from the edges of the branches of the trees. In step 5 all
EDESs are formed by applying the union product to guarantee that each set has at
least one event of each FPESs. However, since theses sets are to be used in the search
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Algorithm 1 (Algorithm for finding all EDESs of G,)

Step 1 Build the centralized diagnoser G4 and find the FPOSS (X},/ y) of Gg. Let
| XY\l = Nyn.

Step2  For each origin state x4, , € X},’N, i=1,2,...,Nyy formarooted tree! with
root xg,,;, as follows:

(i) Let I'V(xayy,) ={o € Talxayy,) : fiXdyy,,0) = Xa,} and assume that
|F211(deN,,)| = nyn,;. Create nyy; proper descendants of x4, , and label
them as x4,, where x4, = fy(x4,y,,0), 0 € F;(XYNJ)- Label the edge
(Xdyy,-Xdy) 8S O

(ii) A node labeled as x,4,, defined in the tree, will be a leaf if state x4, has
already labeled any proper ancestor of x,,. Otherwise, let |[y(xq,)| =
ny. Create ny proper descendants of x4, and label them as xg4, ., Where
Xdy oo = Ja(Xay.0), 0 € Lq(xq,). Label the edge (x4,,%4,,.,) a5 0.

Step3  For each tree T;, i = 1,2,...,Nyy, identify its leaves xf,y’,, e=1,...071,
where {7, is the number of leaves in tree 7;. Form paths P}, £ =1,... ¢,
starting at x4,,, and ending at xf,w, £=1,...,07, (these paths are actually

the faulty paths starting at x4, ).

Step4 Form FPESs Efpesvl_, i=1,...,Nyn, £=1,...,L1, with each path Pﬁ,yi ob-
tained in the previous step.

Ster5 With the FPESs obtained in step 4, form the set of elementary diagnosing
event sets according to Eq. 11.

STEP 6  Remove from Xges, all event sets ¥’ € Zeqes for which there exists another

set X" € Teges Such that &' 2 X7,

of minimal diagnosis bases, those EDESs that are supersets of another EDES must
be removed from the set. This is done in step 6.

Remark 4 (Computational complexity of Algorithm 1)
The computational complexity of Algorithm 1 will be discussed later in the paper
(see Remarks 5 and 10).

The following example illustrates the computation of all elementary diagnosing
event sets of a given centralized diagnoser.

Example 2 Consider automaton G depicted in Fig. 4a and assume that X, =
{a,b,c,d,e} and X = {oy}. It is clear that the centralized diagnoser G4, shown in
Fig. 4b, has no indeterminate cycles and therefore L is diagnosable with respect to
P, and ;.

IStrictly speaking, the graph to be built in Algorithm 1 is not a rooted tree since distinct nodes may
have the same label. The main reason for labeling two distinct nodes with the same label is due to the
fact that we are unfolding a directed graph (diagnoser), which has cycles and, in some cases, there is
more than one path from an origin state to a certain state.
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|
cC {1N,2Y}
N

{3Y,5N}

b

{4Y,5N}
o LITRe
{4Y} {5N}
N N

(b)

Fig. 4 Automaton and corresponding diagnoser for illustration of elementary diagnosing event sets

According to Algorithm 1, to find the elementary diagnosing event sets for
L, the first step is to identify the origin states of Gy. It is clear from Fig. 4b
that XYy = {Xayy,» Xdyyss Xdyys)}s Where xg., = {IN,2Y}, x4, = {3Y,5N} and
Xdyy, = {4Y,5N}. The next step of Algorithm 1 is to build a tree for each of the
origin states above, which are shown in Fig. 5. Based on the trees of Fig. 5, it is
possible, as required in step 3 of Algorithm 1, to identify their leaves, and in the
sequel to form the paths from the root to the leaves. In particular, the tree of
Fig. 5c has six leaves, which allow us to obtain the following faulty paths: P;,j =
({4Y.5N},c.{3Y},b {4Y}.c,{3Y}), Py, = ({4Y.5N},c.{3Y},b.{4Y}.d.{4Y}), Pi/,s =
({4Y,5N},c,{3Y},a,{6Y},b.{3Y}), P‘{,‘3 = ({4Y,5N},d,{4Y},d.{4Y}), P§,,3 = ({4Y,
5N},d{4Y},c {3Y},b,{4Y}), and P§,’3 = ({4Y,5N},d.{4Y},c.{3Y},a.{6Y},D.{3Y}).
Proceeding in the same way, six other paths can be obtained from the trees of Fig.
5a and b. Therefore, it is straightforward to see that the FPESs of G, are given by:

3
Bhes1 = (de}, Bi oo = (bociel, B = lab.ce), B, = {a.b), Tp ., = {a.b,c},
ngES,Z = {avbad}’ Eflpes,S = {bvc}a Et?pes,?) = {bacvd}7 Egpesj = {a,bsc}7 E?pesj = {d}7
Thess = (b,c,d}, and B¢ 5 = {a,b,c,d}. Proceeding in accordance with step 5 of

Algorithm 1, the following set of EDESs is obtained:

Yedes = {{a,b,d}, {a,b,c,d}, {b,d}, {b,c,d},{a,b,d,e}, {a,b,cde}, {b,de},
{b,c,d,e}, {a,c,d}, {a,c,d,e}}. (12)

Since we are interested in the smallest cardinality sets, the set above can be reduced,
in accordance with step 6, to:

2:edes = {{b,d}, {a,c,d}}. (13)
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Fig. 5 Rooted trees with roots (1N, 2Y} O {3Y,5N}
labeled as x4, , = {IN,2Y}
(a), xayy, = {3Y,5N} (b), and e a
Xdyy, = {4Y,5N} (¢)
{47} {6Y}
d c b
{4y} O Q {37} Q {37}
b u a b
{4y} O {6Yr  {6v3 O {47}
b ¢ d
{3v3 O 3y} O Of4y}
(a) (b)
{4Y, 5N}
C d
{3y} O {4y}
b a d c
{4y} O O {6Y} {4Y} O O {3Y}
c d b b a
3v1 O O {4y} OByl uv J {67}
b
{31 O
(©)

4.2 A new diagnosability condition

According to Proposition 1, the elementary diagnosing event sets that have the
smallest cardinality are the sets with the minimum number of events necessary to
diagnose the occurrence of o. It is also clear that the complete assessment of the
diagnosability of L with respect to P, and Xy = {0}, where X, € Ycqes, requires the
construction of a partial diagnoser G/;. According to Theorem 3, L is also diagnosable
with respect to P, and Xy = {0} if, and only if, the partial diagnoser G/, has no
indeterminate cycles (observed or hidden). If for some X/, L is diagnosable then
¥/ is a minimal diagnosis basis. However, when L is not diagnosable with respect
to P, and Xy = {0y}, it is necessary to add new events to X,. Since we are looking
for minimal diagnosis bases, the insertion of events must be done carefully in order
to avoid adding redundant events. Section 5 will describe our approach for selecting
the new events to be included. For that matter, in the remainder of this section, we
introduce an automaton whose structure will be exploited so as to identify the events
in X, \ X/ that should be added to X, to construct a minimal diagnosis basis.
Let us define automaton G, as follows:

G{esl = G;{”Gd = (X[,EO,]C[,F[,X;O). (14)
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Note that the state x; of G} has the following structure:
X = (Xg.Xa),

where x/, € X/, and x; € X,.
Definition 12 A state x; of G| is certain if x/, and x4 are both certain and uncertain
if x4 is certain but x/, is uncertain.

Definition 13 A cycle of uncertain states in G is said to be indeterminate if the

states of G, that appears in the first components of the states in the cycle also form
an indeterminate cycle (observed or hidden) in G,.

Let L4, L), and L denote, respectively, the languages generated by G4, G/, and

test
Gi.- From the definition of G given in Eq. 14, it is clear that

test
L= P, 0 (L))" Ly = Ly,

where P, is with respect to £, and not with X. It is well known that a necessary and
sufficient condition for a language L not to be diagnosable with respect to projection
P, and X is the existence of ambiguous traces ty with respect to P, and X . The
following results show that Gi. can be used not only as a diagnosability test but also
to find all ambiguous traces ty with respect to P, and X .

Theorem 4 Assume that L is diagnosable with respect to projection P, and X ¢ = {of}.
Then, L will be diagnosable with respect to the projection P, ¥ C ,, and X ¢ = {0y}
if, and only if, G has no indeterminate cycles, where G is defined according to
Eq. 14.

Proof

(=) Assume that Gi has an indeterminate cycle and consider a trace st € L

that satisfies the following conditions: (i) s € W(X); (ii) ||¢|| > n,, where n,

can be arbitrarily large; (iii) P,(st) cycles in an indeterminate cyclic path of

G Let s't = P| (st). Then, due to the structure of G, s't' either cycles

over an indeterminate cycle of G/, or stops in an uncertain state of G/, (when

the indeterminate cycle of G is associated with a hidden cycle in G)).

This implies that Jw € P;*I[P; (sH)]1 N L such that X ¢ w, which violates the

diagnosability Definition 5, or equivalently, that L is not diagnosable with

respect to P, and Xy = {o}.

(<) Assume that G{ has no indeterminate cycle and consider a trace s € V(X ).
Since L is diagnosable with respect to P, and X, then for all long enough
tracestin L/s i.e., ||t| > n;, where n, can be arbitrarily large, P,(st) takes G

to a state x; = (x;,x4) with x4 certain; the corresponding component x/, of x;

may be either certain or uncertain. However, since Gj. has no indeterminate

cycle, then ¢ can be increased further so as to make x/, also certain. This implies
that 3s't' = P; (st) that leads to a certain state of G/,. Since s € L is arbitrary,

then L is also diagnosable with respect to P, and Xy = {o}. O
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Since L is diagnosable with respect to P, and X = {0}, the following result can
be derived directly from Theorem 4.

Corollary 1 Under the same assumptions as those of Theorem 4, an arbitrarily
long trace Si. € Lty that loops in an indeterminate cycle of Gl is such that
PYP [P, (s)ey) N L1} N L has both faulty and non-faulty traces. O

The implication of Corollary 1 is that even though s, is not, in general, a trace
of L, since it is defined over X7, it bears a close relationship with the ambiguous
traces of L with respect to P and X ;. In order to explain this fact, let L; denote the
language generated by G,. According to Theorem 2, P, (L) = P, (L), and since L
is diagnosable with respect to P, and X, then the diagnosability analysis of L with
respect to P, and Xy can be carried out by using Ly and P,, (L,) in place of L and
P, (L). In addition, the non-diagnosability of L with respect to P}, and X is due to
the existence of indeterminate cycles (hidden inclusive) in G/,. A connection between

these cycles of G, and their inverse projections in Gi. will be pursued in the sequel.

5 Searching for minimal diagnosis bases for diagnosability

Since the condition given by Proposition 1 is only necessary, it is very likely that a
set X/ € Xcqes 1S not a diagnosis basis. Therefore, in order to obtain new minimal
diagnosis basis candidates for L, it is necessary to add events to X/, i.e., to find a set
Yies € Xp \ £/ and form a new set X = X/ U Xy

An immediate way to find event sets whose union with X are minimal diagnosis
bases is to carry out an exhaustive search over the set 2%\ \ {¢, %, \ =/}. However,
this approach does not exploit the structural knowledge captured in G, which
provides for the identification of ambiguous traces of L with respect to P,’. Instead,
we form a new event set X = X/ U {o}, where o is either an event belonging to a
trace sy € Ly (sy = P,(ty)), where ty is an ambiguous trace of L with respect to
projection P,, or an event belonging to a trace sy € Ly (sy = P,(tn)), Where ty is a
normal trace of L, that satisfy P,»(sy) = P,o (sy); the latter will be the case when
the chosen event either appears only in sy or in certain positions of sy and sy that
make P)(sy) # P,(sn).

According to Theorems 3 and 4, the non-diagnosability of L with respect to P, and
¥ ; implies that both G/, and G| have one or more indeterminate cycles (the former
may also have hidden cycles). Let us consider, initially, the indeterminate observed
cycles of G/,. It is not difficult to see that, in this case, there exist two arbitrarily
long traces ty,ty € L such that Xy € ty but Xy ¢ ¢y whose corresponding projections
sy = P,(ty) and sy = P,(tn) (sy,sny € Lg) satisfy the following conditions:

OC1. fy(xo,,Sy) = x4, and fa(xo,,SN) = X4,, Where x4, (x4,) is a certain (respec-
tively, normal or uncertain) state of G, that belongs to a cycle of certain (re-
spectively, normal or uncertain states only), where, in the case of uncertain
states, they do not form indeterminate cycles in Gy;

0C2. P,y (sy) = Poo(sy) = sy, Where s}, is such that f(;(xbd,s’YN) = xilYN, with
x,, ., belonging to an indeterminate cycle of G
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Therefore, to each indeterminate observed cycle in G;, we may associate at least two
cycles in Gy, as follows: (i) a cycle formed with the states whose first components
are the states x; of G, that are reached through sy, and whose second components
are the certain states x4, of G4 that are reached through sy; (ii) another cycle that is
formed with states whose first components are the same states x;,  of the first cycle,
and whose second components are either normal states or uncertain states of G, that
are not part of an indeterminate cycle that are reached through sy.

Consider now the existence of indeterminate hidden cycles in G/,. In this case,
there always exist two traces ty,iy € L, where X ety but Xy ¢ ty, whose cor-
responding projections sy = P,(ty) and sy = P,(tn) (sy.sy € Ly) satisfying the
following conditions:

HC1. sy arbitrarily long and sy with bounded length;
HC2. s = P,,(sy) = P,,(sn) is also bounded.

This is so because for a hidden cycle to be indeterminate, it must be formed with
certain states that form a cycle in G,, therefore guaranteeing the existence of a
trace sy arbitrarily long. In addition, since indeterminate hidden cycles are formed in
uncertain states, then it is always possible to find a bounded trace sy that takes G4
from its initial state to either a normal or an uncertain state.

We may, therefore, conclude that, whether G, has an indeterminate observed
cycle or an indeterminate hidden cycle, a necessary condition for L to be diagnosable
with respect to P, and X, where X = X, U iy (Zjes C Zo \ 2))) is that Xje
possesses events of either sy or sy that makes P,y (Sy) # Poor (SN)-

5.1 Prime paths, covering prime path and cover for a path with embedded cycles

Although the idea of adding to X/ events belonging to X, \ X/ that appear either
in sy or sy, where sy and sy satisfy either conditions OCI1. and OC2. or conditions
HCI. and HC2,, seems to be simple, this is usually a very difficult task since cycles
are likely to have embedded cycles; for instance if states x;,,x,,,x;,X;, form a cycle,
then it is possible to define several cycles of states with the states of this cycle (e.g.
(X4, s X0y s X035 X1, )5 (X1, %1, ) and (X, , X, , Xy, X1y, X1y, Xp, ))- A @ cOnsequence, there may exist
several traces sy and sy, even when there exists a unique trace connecting the initial
state of Gj, to the first state of the cycle. Therefore, the use of ambiguous traces to
obtain events for X;., requires that all traces that cycle in indeterminate cycles of G
be found. An immediate approach to this problem is to use the algorithm proposed in
Johnson (1975), which finds all elementary circuits of directed graphs, to compute all
elementary cyclic paths of the indeterminate cycles of Gi.,. However, this approach
would only be suitable for a special class of automata since Johnson’s algorithm
assumes that the directed graph does not have self-loops and multiple edges between
the same vertices. Therefore, a different approach will be proposed here.

Let
Pl = (X,00,X141,0141, - - . ,On—1,X,00,X7) (15)

denote a path of an automaton G that has one or more embedded cyclic paths,
namely that x; is not necessarily different from x;, i # j, i,je {L,l+1,...,n} and
define a path

Py = (x0,00,%1,01, . ... X1-1,01-1, P}), (16)
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where x is the initial state of G. We start with the following definition.

Definition 14 (Prime path) Path P, defined according to Eqs. 16 and 15 is a prime
pathif x; # x;foralli # jand i je {0,1,2,...,n}.

The computation of all prime paths of an automaton G can be carried out through
the construction of a rooted tree T with root x,, similar to that obtained in accordance
with Algorithm 1, as proposed in Algorithm 2.

Algorithm 2 (Algorithm for obtaining all prime paths of an automaton)

Step1 Label the root of T as x.

Step2 Let |T'(xo)| = no and x = f(x9,0), 0 € I'(xp). Create ny proper descendants
of xy and label them as x and the corresponding edge (xo,x) as 0.

STEP3 A node labeled as x, defined in the tree, will be a leaf if state x has
already labeled any proper ancestor of x. Otherwise, let |I'(x)| =n and
Xnew = f(x,0), 0 € I'(x). Create n proper descendants of x and label them
as Xpew and the corresponding edge (x,xpew) as o. Repeat this step until all
states Xpew give rise only to leaves.

Step 4 Identify all leaves x; of T and form all possible paths that start at the root
and end at x;.

Notice that any branch of the tree formed according to Algorithm 2 defines a path
that starts at the initial state of the automaton and has a unique cyclic path, being
therefore a prime path. Since all possible paths that can be followed from the initial
state are considered, the algorithm returns all prime paths of G.

Remark 5 (Computational complexity of Algorithm 2)

Let E and N denote, respectively, the cardinality of the event set and the state
space of automaton G whose prime paths we want to obtain using the tree described
in Algorithm 2. Notice that all prime paths start at the initial state of G and so
E° nodes are formed. Since there are E events in G and G is by assumption
deterministic, at most E' nodes (states) can be obtained after the initial state. After
that at most E nodes can be obtained for each node in the previous step, resulting
in at most E? nodes. Since there exist N states, the maximum length of any prime
path is N, which implies that the maximum number of nodes in the tree is ) _,_, E.
Therefore, the worst case complexity of finding all prime paths by building a tree
as described in Algorithm 2 is of the order of EV. This compares favorably with
the upper bound on the number of elementary cycles in a complete directed graph
given in Johnson (1975), which can be verified to be of the order of NV~!. This is
so because we are dealing with a deterministic automaton as opposed to a complete
directed graph. In our case, E is likely to be much smaller than N; in fact, in discrete
event modeling by parallel composition, E grows linearly in the number of system
components while N grows exponentially in the number of system components. It
is worth noting that the complexity of Algorithm 1 is essentially the same as that of
Algorithm 2 since it is based on a similar tree construction where the initial state is
replaced with the origin states and each branch stops at revisited states. In the sequel,
Algorithm 2 will be employed in different contexts, where the automaton of interest
will either be G, or G{.; note that in both of these cases, E is upper bounded by | %, |.

test?
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When P, has more than one embedded cycles, it is no longer a prime path. It is
therefore necessary to split Py in an appropriate way so as to obtain prime paths
that keep all information regarding the events that appear in all transitions of all
embedded cycles. This leads to the definitions of covering prime paths and cover for
a path with embedded cycles.

Definition 15 (Covering prime paths) Let Py be a path with embedded cycles as
defined in Eqgs. 16 and 15. A covering prime path of P, is a prime path obtained
from P, by deleting some cycles in Py.

Definition 16 (Cover for a path with embedded cycles) Let C(Py) = {Po1,
Pys, ..., Py,} denote a set formed with n covering prime paths of Py. Then C(Py)
will be a cover for Py if and only if any transition defined in P, appears in at least
one prime path of C(Py).

The definition of cover for a path with embedded cycles above generalizes that of
cycle cover usually adopted in graph theory. An efficient algorithm for finding cycle
covers has been proposed by Itai et al. (1981).

Remark 6 1t is not difficult to see from Definitions 14, 15 and 16 that any prime path
is a covering prime path and, as a consequence, a cover of itself.

Let us now apply the definitions introduced above to Gj.. Under the assumption
that X/ C X, is not a diagnosis basis, then G always has indeterminate cycles, i.e.,
cycles of states whose first components are uncertain states of G/, and the second
components are certain states of G4. This leads us to the following definition.

Definition 17 (Y-prime paths of G ) A Y-prime path of G}, is a prime path whose

tes tes
states of the unique cyclic path form an indeterminate cycle in Gj.

The following result may be stated.

Proposition 2 A path P, with embedded cyclic paths of G has no embedded

test
indeterminate cyclic paths if and only if it has no covering Y-prime paths.

Proof

(=) Let Py be a path with embedded cycles and assume that Py has no embedded
indeterminate cyclic paths. Then, by slightly modifying Algorithm 2, it is not
difficult to show that all prime paths that appear in this path can be obtained.
Since, by assumption, none of the cyclic states correspond to an indeterminate
cycle, all resulting prime paths have no indeterminate cycles and, thus, no
Y-prime path is obtained.

(&) Assume that Py has no covering Y-prime path but Py has embedded inde-
terminate cycles. Due to diagnoser construction, once G, reaches a certain
state, it is not possible for it to go back to a normal or an uncertain state, and
therefore, when P, reaches a state belonging to an embedded indeterminate
cyclic path it must cycle only over uncertain states of Gi.. Since all transitions
must appear in all paths of any cover for Py, then it is always possible to
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obtain a covering Y-prime path in some cover C(Py), which contradicts the
assumption that Py has no covering Y-prime path.

We may conclude, therefore, that, according to Proposition 2, the existence of
indeterminate cycles in G, can be avoided if we guarantee that there is no prime
path whose unique cyclic path is indeterminate. This is an important result since
it replaces the search for paths with embedded indeterminate cyclic paths with the

search for all prime paths whose unique cyclic path is indeterminate.

5.2 Dealing with indeterminate observed cycles

Let us consider initially the paths with embedded cycles of G, formed with states
whose first components form indeterminate observed cycles in G/;. As stated earlier,
since L is diagnosable with respect to P, and X, the presence of indeterminate
observed cycles in G/, is determined by the existence of, at least, two arbitrarily
long traces sy,sy € L, satisfying conditions OC1. and OC2. In order to avoid that an
indeterminate observed cycle of G/, continues to exist in G/}, where X = X U Zj,
Zies € Xo \ X, it is necessary and sufficient that Gi,, = G/j||G,4 does not have any
indeterminate cycle. Since, according to Proposition 2, any embedded cyclic path of
G has no embedded indeterminate cyclic paths if and only if it has no covering
Y-prime paths, we must seek necessary conditions to prevent all Y-prime paths of
G from being Y-prime paths of Gi,.

Let us define the following sets:

Sy = {s: sis a trace associated with a Y-prime path of Gi.}, 17)
Sy = {s : s is a trace associated with a prime path of G|, whose first
components of the states of the unique cyclic path are uncertain states of an
indeterminate cycle (observed or hidden) of G/, and the second components
are either normal states of G, or uncertain states of G, that are not states of

an indeterminate cycle in G,}. (18)

We state the following result.

Theorem 5 Let us assume that L is not diagnosable with respect to P, and Xy and
that G); has indeterminate observed cycles only. In addition, let s' denote a trace of
L/, formed with the events of a prime path whose unique cycle is indeterminate and
observed. Then, it is always possible to find a pair of traces (sy,sy) € Sy x Sy such
thats' € P,y (sy) and s’ € P,y (sN).

Proof Let s’ be a trace of L/, formed with the events of a prime path of G/, whose
unique cycle is indeterminate and observed and assume that it is not possible to find
a pair of traces (sy,sy) € Sy x Sy thatsatisfy s’ € P,y (sy) ands’ € P,y (sy). In order
for such a pair not to exist, one of the following conditions must hold true:

(i) Vsy € Liy:5 € Poy(sn), Bsy € Lin 15" € Poy (sy);
(ii) Vsy € Lioy:5 € Poy(sy), Psy € Ll 18" € Py (sn)-
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Let us suppose, initially, that condition (i) above holds true. It is not hard to see
that since G, = G),|G4 and L, = Ly, a state in a path of G| will be revisited
through s only if both a state of G/, is revisited through P,,(s) and a state of
G, is revisited through s. As a consequence, for any trace sy € Sy there must
correspond a path with embedded cycles in G, formed with certain states and a trace
sy = P, (sy) formed with the events of a path with embedded indeterminate cycles
in G/;. Therefore, since, by assumption, there is no sy € L such thats’ € P,y (sy),
and only paths with embedded cycles formed with normal states of G4 whose events
form a trace sy such that s’ € P,,(sy) can be found in Gy, it is not possible to
have s" associated with a prime path of G/, whose unique cycle is indeterminate,
which contradicts the assumption that L is not diagnosable with respect to P, and
¥ ;. Similar argument can be used to prove that when condition (ii) holds true, there

is also a contradiction. O

Remark 7 Note that if s’ is associated with a cycle of uncertain states that do not form
an indeterminate cycle, then there will not exist sy such that s’ € P,, (sy), but only
sy such thats” € P,y (sy). The reason for that is the assumption that L is diagnosable
with respect to P, and X .

Theorem 5 above establishes that for any trace s’ formed with events of a prime
path of G/, whose unique cycle is indeterminate and observed, it is always possible
to find, at least, a pair of traces (sy,sy) € Sy x Sy such that s € P,y (sy) and §" €
P,, (sn). It is worth remarking that the reverse is not necessarily true, i.e., we may
not state that for any trace sy € Sy, it is possible to find a trace s’ formed with events
of a prime path of G/, such that, for a trace v € 5y, s’ = P, (v). The same conclusion
can be drawn for traces sy € Sy. In spite of that, the following result can be
stated.

Proposition 3 For any trace s € Sy U Sy, there exists a trace u € 5 such that P,, (1) =
s', where s’ is a trace formed with the events of a prime path of G/, (formed from a non-
hidden cycle) whose unique embedded cycle satisfies one of the following conditions:
(i) it is indeterminate; (ii) it is formed with normal states; (iii) it is formed with uncertain
states that do not create an indeterminate cycle.

Proof For a state to be revisited in a path of G, a state of a path of G/, has to be

revisited through the events of the corresponding path of G that belong to /. This
implies that the projection of a prime path of G is not necessarily a prime path of
G/, but it is always a path with embedded cycles. Nevertheless, any trace s € Sy U Sy
has a prefix u such that P,, (1) = s’, where s’ is a trace formed with events of a prime
path of G/, which not necessarily contains an indeterminate cycle. This is so because
a diagnoser may cycle over normal states or uncertain states that do not form an
indeterminate cycle before it starts to cycle over uncertain states of an indeterminate
cycle. Notice that s’ cannot be a trace associated with a prime path formed from a
cycle of certain states since it is never possible for a diagnoser to go from certain to
uncertain states. ]

The main implication of Theorem 5 and Proposition 3 is that in order to find an

innovate event set for X, that deals with indeterminate observed cycles in G/, it is
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first necessary to find traces sy € Sy and sy € Sy for which there exist a trace s’
formed with the events of a prime path of G/, whose unique cycle is indeterminate
and observed and satisfies s’ € P, (sy) and s’ € P, (sn). Let Xy = (x7,x3) denote
the unique revisited state of a Y-prime path of G and write sy as sy = uyvy,
where uy and vy, are such that x7,, = fi(xo,,uy) and fi(x]y,vy) = Xy Therefore,
in order for the Y-prime path formed with the events of sy be associated with an
indeterminate observed cycle of G/, at least one event of vy must belong to £/. The
same condition applies to traces sy € Sy.

The following result shows how to use the events of sy and sy that belong to
%, \ £, to form innovative event sets for X/ .

Proposition 4 Assume that language L is not diagnosable with respect to P, and ¥ ¢
and let ¥ = X, U Zies, Ties © B, \ X, and let G denote the partial diagnoser for L
assuming X as the observable event set. In addition, let (sy,sy) € Sy x Sy satisfying
P,y (sy) = P,y (sn), and consider a trace s' associated with a prime path of G/, whose
unique cycle is indeterminate (but not hidden) and s' € P,y (sy) and s' € P,y (SN).
A necessary condition for s' not to be a trace associated with a prime path of G/,
whose unique cycle is indeterminate, is that Tjs N [(Zy, U Xs,) \ )] # ¥, where Xy,
and %, denote, respectively, the sets formed with the events of traces sy and sy,
respectively.

Proof Let X = {0 € ,:0 ¢ (%, UX,) \ )} and assume that all traces s” =
P(,U//[Pgol,(s’) N Lg] are associated with paths of G/, whose embedded cycles are
not indeterminate. However, P;U', (s"YN Ly 2 {sy,sn}, then P,y (sy) = Poor(sy) =5,
which contradicts the assumption that s” is not associated with a path of G/, with
embedded indeterminate cycles. O

Remark 8 1t is worth remarking that the condition given in Proposition 4 is only
necessary, since if a common event of sy and sy is included in X, it may still be
possible that P,, (sy) = P,,(sy) = s”, which implies that s” may also be associated
with a path with embedded indeterminate cycles.

According to Proposition 4, a necessary condition for a pair of traces (sy,sy) €
Sy x Sy that satisfy P,y (sy) = P,y (sy) =, not to lead to paths with embedded
indeterminate cycles in G}, is that, at least, one event of sy or one event of sy be in
Yies- Therefore, this requirement must be satisfied for all pairs of traces (sy,sy) in
G that lead to some trace s’ associated with a prime path whose unique cycle is
indeterminate and observed. Based on this fact, we propose Algorithm 3 that returns
aset X7 whose elements are sets formed with events of X, \ X/ that must be added
to X/ in order to create new candidates for minimal diagnosis bases. A requirement
to perform the algorithm is that all prime paths of G/, and G have already been
calculated.

Steps 1 and 2 of Algorithm 3 identifies all prime paths of G/, and G, whose
unique cycle is indeterminate and observed. Step 3 forms sets whose traces have as
projections the traces belonging to ', therefore, identifying the pairs that satisfy the
conditions of Theorem 5. In steps 4 and 5, innovative event sets are formed so as to
satisfy the conditions imposed by Proposition 4 for each pair of traces sy and sy such
that P,y (sy) = Poo(sy) =’ for each s’ € ;. Step 6 considers the construction of
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Algorithm 3 (Computation of the innovative event sets associated with indetermi-
nate observed cycles of G)

Step1 Form set
S, ={s' € 2" : 5 is a trace associated with a prime path of G,
formed from an indeterminate observed cycle}.

If §, = @ then X} = {#} and stop. Otherwise, go to Step 2.

Step2 Form sets Sy and Sy according to Egs. 17 and 18, respectively. For all prime
paths associated with the traces in Sy and Sy, identify the unique revisited
states xjy and x; , respectively, and the corresponding traces sy = uyvy
and sy = unvy such that Xy = fi(xo,,uy) and ﬁ(x;y,vy) =x;yand x} y =
fixo,un) and fi(x; y.un) = x} . Form the following sets: '

Sy = {sy = uyvy € Sy : vy has at least one event in £/},
N = {sN = unvy € Sy : vy has at least one event in X/ }.

Step3  Let S, = {s|.5),... .8,}, where p = |S)]. For eachs; e §/,i=1,...,p, form
the following sets:

Stl)/,i = {SY S S(;/ :S; € m}v
(I)V,i = {SN c S(J)V :S[,- Em}

Step 4  For each trace s’{,l- € 8§, form a set Z’{,‘i with the events of s’,‘,i that belong to
%, \ %, For each trace s'y; € 8%, form a set £} ; with the events of s/, that
belong to X, \ X/.

SterS Letly; = |S‘{,J.| and [y; = |S(1)\/,i|' Fori=1,...,p, compute:

(@}, iflyy=1and Xy; =0

Sevi=12, ifly; = 1and Sy; # ¢
DX B XX iy > 1,
{4}, iflyj=land Zn; =0

Soni =120 if Iy =1and Sy, # 0
A X B3 X X i Dy > 1,

Ziosi = Zies,yi Y Zigg ni-

Ster6  Compute X9 = X | xE? X ... xE2
Ster7 Remove from X2, all event sets X’ € X2 _for which there exists another set

les’ es

¥” € ¥° suchthat ¥’ D X"

es

innovative event sets for each pair or traces obtained in step 3 and form a set whose
elements have at least one element of each set computed in step 5. Finally, step 7
removes all supersets of innovative event sets that appear in X2, since only minimal
diagnosis bases are being sought.

The example below illustrates the application of Algorithm 3.
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Example 3 Consider automaton G whose state transition diagram is shown in Fig. 6
andlet ¥, = {a,b,c,d}, X,, = {0, 0} and Xy = {0} be, respectively, the observable,
the unobservable and fault event sets for G. The language L generated by G is clearly
diagnosable with respect to P, : E* — X% and X, since the diagnoser G4, shown in
Fig. 7, has no indeterminate cycles.

Let us assume that we are interested in finding all minimal diagnosis bases for L.
In order to achieve this goal, the first step is to find the set of elementary diagnosing
event sets. Using Algorithm 1, the following set is obtained:

Yedes = {{a,c}}.

Therefore set X/ = {a,c} is the unique set to be considered. Figure 8 shows the
corresponding partial diagnoser G’;, which possesses both indeterminate observed
and indeterminate hidden cycles. Therefore, L is not diagnosable with respect to P,
and X s, which means that ¥ = {a,c} is not a minimal diagnosis basis.

Let us address, now, the problem of obtaining a new set X/ = X/ U X, of least
possible cardinality with the view to removing the indeterminate observed cycles that
exists in G/;. Following Algorithm 3, the first step is to form the tree of Fig. 9 and, in
the sequel, the set .5/, whose elements are the traces formed with the events of prime
paths of G/, associated with indeterminate observed cycles. This is done by searching
on the tree shown in Fig. 9 for the leaves labeled with uncertain states of G/, that
form indeterminate observed cycles. It is clear from Fig. 9 that the leaves labeled as
Y N, and Y N,, corresponding, respectively, to states {9N,10Y,11Y} and {9N,10Y}
of G, are the only ones whose unique cycles of their prime paths are indeterminate
and observed. Therefore, set S/, will be given as:

"= {s],85} = {acce,ccc}.

Since S/, has two elements, we can move to Step 2 of Algorithm 3. In order to

obtain the sets S, and S%; it is necessary to build a tree for G, form sets Sy and Sy,

Fig. 6 Automaton G for the
illustration of Algorithms 3
and 4

a b
NOUTC b
o

EAR

b,c

QC
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{1N}
N
{2N,5Y} {2N,3N,5Y}
c d
CC {ON} |—S— {6N,8Y,9N} {4N, 7Y} bl Db

a 7 \Xf
{8Y} {10Y} {11Y}

J J _J

a b,c ¢

Fig. 7 Centralized diagnoser G, for automaton G of Fig. 6

and identify all traces of Sy and Sy associated with indeterminate observed cycles
of G;,. Using the tree of Fig. 11—which was built for automaton Gj. depicted in
Fig. 10—we find the following traces of Sy associated with indeterminate observed

cycles: sy,; = adccc, sy, = bdaccc, and sy 3 = bdccc. Therefore,

¢ = {adccc,bdacce,bdccc}.
The traces of Sy associated with indeterminate cycles of G/, are also obtained using
the tree of Fig. 11, being given as: sy,; = accc and sy = bcee. Therefore, set S, is

given as:

8% = {bcce,acec}.

cC{llY} @ |{2N,4N,5Y,7V, 11V} —2{{1N,2N,3N,4N,5Y,7Y}| 1 he(b)
7/

T ¥
N he(b) c
{6N,8Y,9N,10Y, 11V} {6N,8Y,9N, 10V}
T ¥ T ¥
/ N X / N c
ihe(b) the(b)
¢ C{ 9N, 10Y, 11V} {8Y} {9N, 107} ) c
Vo / o
N_ 7/ a N_ 7
ihe(b) ihe(b)

Fig. 8 Partial diagnoser G/, for automaton G of Fig. 6 assuming ¥/, = {a,c}
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Fig. 9 Tree for G, ¢
a
{YNJ}
a a
O ) (Y N2}
C a C
O m (v} O vy

O Oy

Following, now, Step 3 of Algorithm 3, the following sets are formed:
Y1 = ladcce,bdaccc}, Sy, = {bdccc}, 8%, = {accc}, and SY , = {bcec}.

Notice that, in this particular example, the projections of the traces in 8% 15 8% SN.1
and S% , are equal to traces s and s, of S;.
Having formed sets S|, S, S% |, and S% ,, the next step is to obtain the set of

events of traces sé, € Sy, and sév € Sy, thatare notin X/ . The following sets are then
formed:

Ty, ={d}, 2y, ={b.d}, Sy, ={b.d}, T\, =P and ), = {b}.

|

‘ {1N.2N,3N,4N,5Y,7Y’; 1[\")‘

al Jh

‘{ 2N, 4N, 5Y, 7Y, 11Y; 2N, 5Y} ‘ ‘( 1N,2N,3N,4N,5Y,7Y; 2N, 3N, sy}‘

T T T L

{2N,4N,5Y, 7Y, 11Y ; 4N} b {2N,4N,5Y, 7Y, 11Y; 4N, 7Y} ‘ '6;"\4‘" 8Y,9N,10Y; 6N, 8Y, 91’\/}‘ }( 1IN,2N,3N,4N,5Y, 7Y ;4N, 7Y} ‘

{6N<8Y<9N<10Y; 10Y} ‘ 1N,2N.3N,4N,5Y,7Y; -'1]\“'}‘

. }( 6N,8Y,9N, 10, 11Y; 6N, 8Y, 9N}

o]

= . {8Y;8Y} J
~ | {6N,8Y,9N,10Y,11Y;10Y} c b

a
c

¢ {9N,10Y,11Y: 9N} {9N,10Y;10Y}
¢ . B bc
{9N,10Y,11Y;10Y} {9N,10Y; 9N}
C

b,c

c

9N, 10Y,11Y; 1Y}

Fig. 10 Automaton Gy = G}[|Gq.

test
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2
(YN Yy (YNN) (YY) (YN N} YY)
/b

(YN, Y) (YN, Y) T (YN,.Y) YNy, Y)

Fig. 11 Tree for G

test

Proceeding now according to Step 6, we obtain:
Sy = Y X By, = ({b.d)d), Sesyz = (D)),
ies. N1 = {0}, Zies.n2 = {{D 1),
Zies1 = Tigsy1 YU Tigg = {{b.d}{d}}

ies,
oo = Zigya U i v = {01 {d}).
Therefore, the innovative event sets for the indeterminate observed cycles of G/, are
given as:
»o

ies —

2:ies.l X Eies,Z = {{b vd}v{d}}
Finally, since {d} C {b,d}, then {b,d} must be removed from X¢,

s Therefore,
T = {ld}}.

5.3 Dealing with indeterminate hidden cycles of G/,

According to conditions HC1. and HC2., the existence of indeterminate hidden
cycles in G/, implies that there exist at least one arbitrarily long trace sy € Ly
associated with a path with embedded cycles formed with certain states of G,
and one trace of bounded length sy € Ly, that takes G, from its initial state to
either a normal or an uncertain state, satisfying P,, (sy) = P,y (sy) = ', where s
is a bounded length trace. In addition, notice that, since Li. = L4, the cycles that
are hidden in G/, have corresponding cycles in Gy whose states all have the same
first component, namely, the state of G/, that contains the hidden cycle. Moreover,
the events that label the transitions between these states all belong to %, \ X/. This
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suggests that it is possible to establish a connection between Y-prime paths of G
and paths of G/, with embedded indeterminate hidden cycles.
Let us define the following sets:

S; = {s : s is a trace associated with a prime path of Gi.y}, (19)
Syy = {s € S, : (there exists a leaf labeled as (x/;, x4), where x/; and
x4 are both certain)|[ f;(x;,,s) = (x;,x4)1}, (20)
Sny = {s € S; : (there exists a leaf labeled as (x}, x,), where x), and
x4 are both normal)[ f;(x;,.s) = (x.x4)1}. (21)

Notice that Syy (respectively Syy) is formed with prime paths whose unique cyclic
path is formed with states whose components are both certain (respectively both
normal).

’

Theorem 6 Let x; = (x],x};) be the unique revisited state of a Y-prime path of Gi.,
and let sy denote the trace formed with the events of this Y-prime path. In addition,
assume that sy = uv, where v € (X, \ T))T, x; = fi(xo,,u), and f;(x},v) = x}. Then
s = P,y (sy) is a trace formed with events of a path with embedded indeterminate
hidden cycles of Gy in state x;j = f;(x;, ,s"). In addition, let

SY(s) = fsy € 8% & Pog(sy) =5}, (22)
where
St ={sy eSy:(sy=uv e £Hwe (T, \ =)D}, (23)
and define the following set:
Sh(s") = SYN(s) U SYY U Sy U S, (24)

where Sy and Syy are defined in Egs. 18 and 21, respectively,

Syy = Syva \ Siva. (25)
where
S%\;’l = [s € Syy : (x4 uncertain )| f,(x,,s) = (x:,l,xd)]] , (26)
SY¥2={s €SP : (Fsmax € SY¥.1) [(5 € Smax) A (5 % Smax) | » (27)
with Syy defined in Eq. 20, and
SN = SYNE) \ S5, (28)
where
S?A{(S’) = {s € Sy(s') : 3xq uncertain )| f,(xy,,s) = (x’d,xd)]} , (29)
SYN(s) = {s € SYY) : (Ismax € SYN()) [(5 € Smax) A (5 # Smax) } + (30)
with

Sy(s') = St \ S%(s). (31)
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Then, there exists at least one trace sp € S};\,(s/) that has a prefix sy (Sy € 5p) such
that P,y (sn) = 5" and fy(xo,,sp) = xffl, where xf; is either a normal state of G4 or an

uncertain state of G4 that is not a state of an indeterminate cycle.

Proof Let us consider the first part of the theorem. Since G/, = Obs(G4, %)) (up
to state renaming) and Gi = G,|Gy, it is not hard to check that for all state
X, = (x/,x4) € X;, then x4 C x/,. In addition, since by assumption v € (%, \ £/)" and
satisfies f;(x},v) = x}, then the first components of all states reached after u are all
equal to x; = f(x;,.s'). Moreover, since L{ = L4 and the second components of
the states of the Y-prime path reached after u are all subsets of x/,, we may conclude
that x/, possesses an indeterminate hidden cycle, which proves the first part of the
lemma.

Consider, now, the second part of the theorem. Let x; be an uncertain state of G,
that contains an indeterminate hidden cycle, and assume that there does not exist any
trace sp € S';\,(s/) that has a prefix sy satisfying P, (sy) = 5. Notice that set S?V(s’)
is formed with the longest prefixes of each trace of Syy and Sy \ {sy} that lead to
uncertain states of G, not belonging to an indeterminate cycle and with the traces
of Sy and Syy which, by definition, lead to normal states of Gy. It is known that
in order for a state x/, € X/, to have an indeterminate hidden cycle, there must exist
traces Sy,Sy € Ly, where sy is formed with the events of a path with embedded
cycles of certain states of G4, and 5y with bounded length, such that x; = f;(xo,,5n)
is either a normal or an uncertain state of G4, and P,, (Sy) = P,y (Sy) = §, for some
trace §' € L. Since L{,, = L4, and by assumption, there exists no trace sp that takes
G, from the initial state to either a normal or an uncertain state, we may conclude
that x;j = f;(xg,.s") is a certain state of G, which contradicts the fact that xj is an
uncertain state. O

Let us now address the problem of finding an innovative event set X, in such a
way that the hidden cycles that appear in G/, will not appear in G’;. As in the case of
indeterminate observed cycles, the idea here is to include events of %, \ X/ with the
view to making P, (sy) # Poor(sy) for all sy,sy € Ly that satisfy conditions HCI.
and HC2.

Proposition 5 Assume that L is not diagnosable with respect to P, and ¥y and let
=% U X, Zies © X \ 2. Let (sy,sny) be a pair of traces in L., where sy is
a trace associated with a Y-prime path of G that corresponds to a path with an
embedded indeterminate hidden cycle in G, and sy is a prefix of a trace sp € St (s,
wheres' = P,y (sy), whose last event sy, € X,. A necessary condition for the path with
embedded indeterminate hidden cycle associated with s’ not to be a path of G/, with
embedded indeterminate hidden cycles, is that T N [(Zg, U Z;,) \ X,] # 0, where

¥, and X, denote, respectively, the sets formed with the events of traces sy and sy.

Proof Let Ejps ={0 € X, :0 ¢ (X, UX,) \ X/}, and assume that all traces 5" =
P,y [P;O', (s") N L,] are associated with paths of G/, that possess no indeterminate hid-
den cycles. However, since P;ol, YN Ly 2 {sy,sny,sp}, then P,y (sy) = Poor(sy) =
P,, (sp) = s’, which contradicts the assumption that s” is not associated with a path
of G; with embedded indeterminate hidden cycles. O
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Remark 9

(a) The reader could argue that instead of restricting the events of X, to (£;, U
25,) \ X)), we could select events from (%, U Z;,) \ £ to form X,,. Notice
that, if, for instance, X, = {0}, where o € ¥, but o ¢ X;, and o ¢ X;,,
then, although P, (sp) # s', we still would have P,y (sy) = P, (sy) = s since
P;OI, (s"YyN Ly 2 {sy,sn,sp}, which again would lead to an indeterminate hidden
cycle in G.

(b) Although the condition imposed by Proposition 5 is only necessary, it may
become sufficient if additional assumptions are made. For example, let X;,; =
{o}, where o € sy and o ¢ sy, and write §y = syw = toww. It is not difficult
to see that: (1) Poy(sy) = Poy (SN) = Poo (1) Poor (W); (11) Poor(sy) = Poo (sy) =
Poo () Py (w) and; (iii) Poor(Sn) = Poor (t)o Poor(w). As a consequence, even
in the case when o ¢ tor o ¢ w, Py (Sy) # Poor(sn) and Py (Sy) # Poor(SN)-
In addition, since o ¢ sy and P,,(f) # €, it is not possible to find a prefix of sy
with the same projection over X" as sy, which implies that P(,,,u[P;U‘/ (s) N Lyl
does not lead to any indeterminate cycles (observed or hidden).

According to Proposition 5, for a pair of traces (sy,sp), where sy is a trace
formed with the events of a Y-prime path of G associated with a path with an
embedded indeterminate hidden cycle in G/, and sp € S’]'V(s’) and has a prefix sy
whose last event sy, € X, and satisfy P,y (sy) = Poo(sy) = §', not to lead to paths
with embedded indeterminate hidden cycles in G7, it is necessary to include in X,
either at least one event of sy or at least one event of sy that belongs to X, \ X/.
Furthermore, this requirement must be satisfied for all pairs of traces (sy,sn) in Gy
that satisfy the above conditions. Algorithm 4 uses these facts in order to build a
set of innovative event sets with the view to avoiding indeterminate hidden cycles in
G’,. As for Algorithm 3, it will be assumed that all prime paths of G/, and G{ have
already been calculated.

Steps 1 to 5 of Algorithm 4 are derived directly from Theorem 6 and are intended
to find all events that belong to %,\ X/ in order to prevent s; from being a
trace associated with an indeterminate hidden cycle when the observable event set
becomes X)) = E) U X, Zies C (X, \ X,). Step 6 considers, as in Algorithm 3, the
construction of innovative event sets for each pair of traces obtained in steps 3 and 4
and form a set whose elements have at least one event of each set computed in step
6. Finally, step 7 removes all supersets of innovative event sets that appear in X |
since only minimal diagnosis bases are being sought.

Algorithm 4 will be illustrated by means of the following example.

Example 4 Let us consider again automaton G whose state transition diagram is
depicted in Fig. 6. We make here the same assumptions regarding the observable,
unobservable and fault event sets of G, i.e., X, = {a,b,c,d}, ,, = {0,0f7} and Xy =
{or}, respectively. As shown in Example 3, ¥ = {a,c} is not a minimal diagnosis
basis for L, which imposes the need to find innovative event sets to remove the
indeterminate (observed and hidden) cycles that exist in G/,. The indeterminate
observed cycles were considered in Example 3. We will now consider the hidden
cycles of G/,.

According to Algorithm 4, the first step is to form set S}{, whose elements are
the traces formed with the events of a Y-prime path of Gj, associated with the
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Algorithm 4 (Computation of the innovative event sets associated with indetermi-
nate hidden cycles of G)

Step1 Identify for each Y-prime path of Gi, the unique revisited states x7

and the corresponding trace sy = uyvy such that xj, = fi(xo,,uy) and
Ji(x7y,vy) = X}y, and form the following sets:

St = {sy = uyvy € T} 1 vy € (%, \ )T},

and compute P,y (S%). Define p = | Poy (SH)| (p < |Por (S%)]), and write
Poo’(S],)l/) as

Poy (Sh) = {s].85, ...}

Step2  Form sets Sy, Syy according to Egs. 18 and 21, respectively, and set S},
according to Egs. 20, 25, 26 and 27.

Ster3  For each s; € Po(Sh), i=1,....p, form set S%, = {sy € $% : Poo(sy) =
st}
Step4  For eachs; € Pogr(S’{,), i=1,...,p,form set S?v,i as follows:

e Form set S’]’V(s;) according to Egs. 24, 28, 29, and 30, with s’ replaced
with s/, and where in Eq. 29, Sy (s)) = % \ % .
e Form set

Shi=lsn € Si(sh) : sy, € T Poy(sn) = S}, (32)
where sy, denotes the last event of sy.
Ster5  Form sets Xf; and T ; as follows:

e Foreach s’;i S S})‘,,i form a set 2’)‘,’1. with the events of s’{,’i that belong to

2, \ 2.
e Foreach s’Nj € S’]'Vj form a set Eﬂ\,y ; with the events of slN’ ; that belong to
o\ 2.
StEP 6 Letly; = |S’,‘,‘i| and ly; = |S}Il\/,i|‘ Fori=1,...,p, compute:
{@}, if ly[ = 1and Ey,i =0
Shovi= 20 ifly;=1and Sy; # 0
DY XS X XD iy > 1,
{@}, ilei = 1and EN.i =0
Showi= 120 iflyy=1and Sy, # 0
Shx B % xS i Ly > 1,
h h h
Liesi = Zies,vi Y Lies, Niv

ho_sh syh s
Ster7  Compute X = X | X Zjp 0 X ... X Ty, .

Ster8 Remove from X/, all sets £’ € £ for which there exists another set " €
T/ such that ' D .

les
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paths with embedded indeterminate hidden cycles of G/;. Using the tree of Fig. 11,
we find the following traces: sy,; = adccb, sy, = adcb, sy 3 = bdcb and sy 4 = bdcch.
Therefore,

S% = {adccb,adch,bdcb,bdccb).

According to step 1, it is still necessary to obtain the set formed with the projections
over X* of the traces of %, which is given by:

P,)or(S’,’,) = {s},55.85.84} = {acc,ac,c,cc}.

The next step of Algorithm 4 (step 2) requires that sets Sy and Syy be constructed
according to Eqs. 18 and 21, respectively and set S} according to Egs. 20, 25 26
and 27. Using the tree of Fig. 11 and the test automaton Gj, of Fig. 10, we obtain:

Sy = {adbb, accc, bcee, bdbb},
Sww =19,
Syy = {adac, acaa, bcaa}.

Set ST is then formed by taking the longest prefix of each trace of Syy that takes
the initial state of G, to an uncertain state. Using G, automaton of Fig. 10, it is not
hard to check that

tes

SYY = {ad,ac,bc}.

We can now move to steps 3 and 4 of Algorithm 4 and form sets S’,’,,l- and S?v,i
associated with each s} € P(,(,/(S’{,), i=1,2,3,4. Set 5111/,1" can be easily obtained, being
given as:

Sl | = {adccb), Sh, = {adcb, St , = {bdcb), S, = {bdcch).

Let us now consider the construction of sets S}fv. 1 =1,2,3,4. Consider, initially, s| =
acc. Since

Sy (s}) = {adcb,bdcb,bdccb},
SYV(s}) = {ad.bd},
S’}V(s/l) = {ad,bd,ac,bc,adbb,accc,bcce,bdbb},

then S | = {acc}. Proceeding in the same manner as above, we obtain S%(sy) =
S},‘\,(sg) = S’]'V(s4) = S v (s1) and thus SN2 = {ac}, SN3 = {bc}and SN4 = {bcc}. Notice
that Siz’v,, is formed with the traces of set S" Y (s)) that have as prefixes traces sy ; whose
last events belong to X/ and satisfy P, (sn,;) = S;.

Continuing with Algorithm 4, the following sets must be formed in step 5:

2, = (bd}, =, = (bd}, =}, = (bd}, E}, = {b,d},
SN =020, =0, N5 ={b}, 2y, = {b},

whose events belong to the traces of S})',J. and S’;\,’i that are not in X;.
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Proceeding according to step 6, we form the following sets:

Zzw Y1 = Ezev Y2 — ELLY Y3 = ze? Y4 — {{b} {d}}
Eil?es,Nl = Efés N =9, Ezes N3 = Eies,N4 = {{b}}.
Still in step 6, the sets obtained above are used to form the following sets:
Zz}és 1 — 2:les Y1 U 2:iZs N1 = {{b}’{d}}’
Ties2 = Ties,y2 Y EM N2 = (b)),

zzev 3= Elev Y3 zev N3 — {{b} {d}}
Eh

ies,4 — Eti:zs Y4 U Ztes N4 — {{b}’{d}}

Therefore, the innovative event set to deal with the indeterminate hidden cycles of
G/, is, according to step 7, given as:

ho=xh xxh

es es,

2>< Zlcs 3 X chs 4= {{b }v{d}’{b7d}}

ies,

Notice that since {b,d} D {b} —{b,d} itis also a superset of {d} — it must be removed
from X/ , which, therefore, reduces to:

les’

Zies = {{b}.{d}}.
5.4 The search algorithm

In this section, we put together Algorithms 1, 3 and 4 to form Algorithm 5 to carry
out the search for minimal diagnosis bases. We assume that for a given G, L is
diagnosable with respect to P, : ¥ — X% and o, where %, is the set of all possible
observable events of G. The reader is referred to Table 2 in the Appendix for the
notation used in the algorithm.

Remark 10 (Computational complexity of Algorithm 5)

In order to compute all EDESs in the first step of Algorithm 5, we need to
build automaton G, which has | X;| states and | X,| - |X,| transitions; | X,| is upper
bounded? by 2/XI. If we partition the state space of G, as X; = Xy UXyUX),
where X/, accounts for the remaining states, then, using the results of Remark 5,
the computational complexity of finding all prime paths starting at all states of X7
using Algorithm 1 is | XY |- |Z,|*"! in the worst case. The next computationally
intensive step of Algorithm 5 is step 3. At each iteration of that step, it is initially
necessary to verify the diagnosability of L with respect to X/ and X ;. This could

2We point out that practical applications with real systems have yielded diagnosers whose state
spaces are of the same order as those of the systems; see e.g. Sampath (2001), Sengupta (2001) and
Sinnamohideen (2001). In these applications, the worst-case exponential upper bound is far from
being attained due to the underlying system structure.
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Algorithm 5

Step 1  Use Algorithm 1, compute Yeges;

STEP2  Set Zidbe = Ledes and gy = 7

Step3  Pick one of the elements of X,qpc With the least cardinality and denote it as
¥/, update Zpdpe < Zmdbe \ {Z,}, and compute G/;

— If G/, does not have any indeterminate cycles

o Set Tingp < Zmav U{Z,};

[The algorithm can be stopped here if so desired |

o If X ape = ¥ then stop. Otherwise, go back to the beginning of step 3.
— Otherwise

e Use Algorithm 2 to compute all prime paths of G{. and G,

e Use Algorithm 3 to compute X7 ;

h.

les’

e Use Algorithm 4 to compute X
e Compute Zjps = 22 x X/

ies les?
e Remove from X, all event sets X’ for which there exists another set
" € ¥, such that ¥’ D 7.
o Set Tindve < Lmdve U ({ZZ)}X Zies);
e Remove from X ,qnc, all event sets X’ for which there exists a set " €
Y mdbe Such that ¥’ O X7 or there exists a set ¥ € Tqp such that X’ D

Z///'
o If Ziabe = {Xp} then set Tigp, = {X,} and stop. Otherwise, go back to
the beginning of step 3.

be done in polynomial complexity in the state space of G using verifiers (Moreira
et al. 2011); however, since G/, can be built in linear time in the size of G4, then
diagnosability can be verified in polynomial complexity in the size of G/, using the
indeterminate cycle condition. After that step, we need to compute all prime paths
of the currently considered G/, and Gy using Algorithm 2. Since G/, has at most
| X4| states and | X,| - |Z)]| transitions and G, = G,||G, has at most | X,|* states
and | X,4|? - |2, | transitions, the worst-case computational complexity of computing
all prime paths of G/, and G, is | =, X¢! and |,| X", respectively (using again the
results of Remark 5). The subsequent calculations in step 3, including the application
of Algorithms 3 and 4, involve manipulations of sets of innovative events built from
the prime paths of G/, and G.; these calculations have worst-case complexity of
2%l which is below that of the preceding calculation. After the stopping condition,
step 3 can be further iterated if the goal is to compute more than one (or all) minimal
diagnosis bases. The total number of iterations of step 3, for computing all diagnosis
bases, is upper bounded by 2/¥e\Zewesminl where Yegesmin i the set with minimum
cardinality among the elements of Z¢ges.

We now illustrate the search algorithm above by means of two examples.

Example 5 Let us consider the state transition diagram of automaton G depicted in
Fig. 6. As shown in Example 3, L is diagnosable with respect to P, : ¥* — X% and
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¥, where ¥, = {a,b,c,d} and ¥y = {o}. Therefore, Algorithm 5 can be applied to
search for all minimal diagnosis bases of L.

The first step of Algorithm 5 is the computation of the set of elementary diagnos-
ing event sets X.qes. Lhis set has already been obtained in Example 3, being given
as Xedes = {{a,c}}. Therefore, according to step 2 of Algorithm 5, Xave = {{a,c}}. As
we can see, there is a unique minimal diagnosis basis candidate, and thus X, = {a,c}.
As shown in Example 3, L is not diagnosable with respect to P, : £* — /" and .
As a consequence, it is necessary to compute the innovative event set X, in order to
enlarge X/ . This problem has already been addressed in Examples 3 and 4, leading
to 2 = {{d}} and T = {{b},{d}}. Therefore,

es es

Ties = DO X0 = {{b.d}, {d}).

es es

Since {d} C {b,d}, then {b,d} must be removed from X, and thus the next minimal
diagnosis basis candidate set is given by:

Zmdbe = Zmdbe U ({E,/,};(Eies) =0U {{a,c,d}} = {{a,c.d}}.

We should now run step 3 again with X/ = {a,c,d}. It can be checked that the
corresponding partial diagnoser G/, has no indeterminate cycles. We may, therefore,
conclude that L is diagnosable with respect to P, and X ¢, which implies that

Emdb = {E(/)} = {{a!c’d}}'

Since Xpape = ¥, the algorithm must stop, and thus {a,c,d} is the unique minimal
diagnosis basis for L.

Example 6 Let us consider the problem of computing all minimal diagnosis bases for
the language L generated by automaton G whose state transition diagram is depicted
inFig. 12a. The set of events of Gis ¥ = {a,b,c.d,e,g,0,0}, and its sets of observable,
unobservable and fault events are, respectively, ¥, = {a,b,c,d,e,g} and X, = {0,0}
and X = {os}. The corresponding diagnoser is shown in Fig. 12b, where it is clear
that G, has no indeterminate cycles. Thus, we may conclude that L is diagnosable
with respect to P, and X ;. We can therefore use Algorithm 5 to find all minimal
diagnosis bases for L.

According to Algorithm 5, the first step is to find all elementary diagnosing event
sets of G,. Following Algorithm 1, we obtain X.qes = {{b.d},{d,e}}. Moving to step 2
of Algorithm 5, we must set pape = Zedes and Zpap = 0.

In order to continue with the algorithm, we must choose, among the sets in
Zmdbe, the one with the smallest cardinality. However all sets in Xpgnc have the
same cardinality, and thus any set can be chosen arbitrarily. Choosing £/ = {b,d}
then, according to step 3, the set of minimal diagnosis basis candidates becomes
Zmdve = {{d,e}}. The partial diagnoser G/, for X = {b,d} is depicted in Fig. 13, and
since it has one indeterminate hidden cycle, L is not diagnosable with respect to P,’.
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Fig. 12 Automaton G and the corresponding centralized diagnoser for Example 6

In general, Algorithms 3 and 4 must be used to compute X2 and T/ , respectively.
However, since G/, has indeterminate hidden cycles only, there is no need to
go through all the steps of Algorithm 3, ie., X7 = {#}. Moving to Algorithm 4,

we need to build automaton Gi, depicted in Fig. 14, and, based on Gj., we
construct the tree of Fig. 15. Following the first step of Algorithm 4, we can see
that S})‘, = {che} and Poor(S’}’,) = {b}. Therefore s| = b is the unique sequence of
L), to be considered, which implies that S;{,(s’l) = {cbe} and S’]\,(s/,) = {c,gb,dbd}
since SYV(s}) =0, SI¥ = {c.gb}, Sy =¥ and Sny = {dbd}. Therefore, S% | = {cbe}
and S, = {gh} and so i, = X2 x ! = {{c},{e}.{g}}. At the end of step 3, we
obtain Ymane = {{d,e},{b,c,d},{b,d,g}}, and since Tpape # {Zo}, We must go back to
the beginning of step 3.

In the second run of step 3, we choose X/ = {d,e} since it is the smallest car-

dinality set in Xpgpe, and thus mawe = {{b,c,d},{b,d,g}}. The computation of G/,

Fig. 13 Partial diagnoser G/, l
assuming X/, = {b,d} for
Example 6 {1N,2N,3Y,5Y,8N,9N}
b d
ihe(e) ™| (4Y,10N, 11} {5Y,6N}
AR
{11V} {7N} {5Y}
/) U
d d d
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{1N,2N, 3Y,5Y,8N,9N; 1N, 8N}

¢ d g
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Fig. 14 Test automaton G assuming £/, = {b,d} for Example 6

(not depicted in the paper) shows that X/ is not a minimal diagnosis basis for L,
since G/, has an indeterminate observed cycle. Therefore £ = {8} and following
the steps of Algorithm 3, we obtain X = {{b},{a,g}.{c,g}}. It is not difficult to

les

Fig. 15 Tree corresponding to
test automaton G,y assuming
%/ = {b,d} for Example 6

{YN,N}

{YN,Y N}

{Y, Y}
(YN, Y} (N. N}
d c d
(Y, v}
{Y, Y}
d
{Y, Y}
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check that X, = X7 . At the end of the second run of step 3, we have Zpgpe =
{{b.d,e},{b,c.d},{b.d.g}.{a,deg} {c.deg}}
Running step 3 five more times to teste each element of X4, We can see that, all

elements of X,qne are diagnosis basis. Therefore,

2l‘l‘ldb = {{b5d5e}7{b7C9d}a{bad9g}7{a9dve5g}7{cﬁdﬁe7g}}

is the set of all minimal diagnosis bases for L.

6 Conclusion

We have investigated the construction of minimal diagnosis bases by exploiting
structural properties of diagnoser automata. This approach is different from prior
work, which primarily focused on enumerative search methods over the power set
of the set of potentially observable events. By constructing what we termed partial
diagnosers and test diagnosers, and examining where violations of diagnosability
occur in their transition structures, we have discovered rules for guiding the update of
the set of observable events and used them to develop algorithmic procedures that
search for diagnosis bases and identify their minimal elements. In some sense, this
approach is reminiscent of the strategy of counter-example guided search often used
in combinatorial optimization. Our overall procedure is embodied into Algorithm 5,
which takes as input the given automaton and outputs all (if so desired) minimal
diagnosis bases and their corresponding diagnosers. We are currently investigating
the adaptation of the techniques in this paper to verifier automata of the type recently
introduced in Moreira et al. (2011), in place of diagnoser automata.
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Appendix

We present here two tables: Table 1 lists all the acronyms and Table 2 presents the
main notation used in the paper.

Table 1 List of acronyms

Acronym Name

EDES Elementary diagnosing even set
FPES Faulty path event set

FPOSS Faulty path origin state set
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Table 2 Notation

Notation Meaning

P,:T* > % Natural projection from X* to X}
P, :¥* - X Natural projection from ©* to £*
P xT* - T Natural projection from £* to *

Poor Tk — T
Poo// : E; — Eg*
Zedes
Zmdb
Zmdbe

G{est = Gi] H G(l
L, Lg, L)}, Liey

Natural projection from X} to £*

Natural projection from ¥} to £*

Set of elementary diagnosing event sets

Minimal diagnosis basis set

Minimal diagnosis basis candidate set

Set of innovative event sets associated with the
indeterminate observed cycles in G,

Set of innovative event sets associated with the
indeterminate hidden cycles in G/

Test automaton to verify language diagnosability of G,

Languages generated by automata G, G4, G/}, and Gi, respectively

X },’ N Set of all uncertain states of G; from which there exists a transition
that takes to a certain state

Xy Xn Sets of all certain and normal states of Gy, respectively

S; Set of the traces associated with all prime paths of Gi.y

Syy Set of all traces s € S such that there exists a leaf labeled as
(%)}, xq) where x/; and x4 are both normal and f; (x,, s) = (x;, x4)

SNN Set of all traces s € S such that there exists a leaf labeled as
(%)}, xq) where x/; and x4 are both normal and f;(x,, s) = (x;, x4)

Sy Set formed with all Y-prime paths of G

SN Set of all traces associated with prime paths of G{., whose first
components of the states of the unique cyclic path are uncertain
states of an indeterminate cycle (observed or hidden) of G/, and
the second components are either normal states of G, that are not
states of an indeterminate cycle in G/,
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